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PERSONNEL SECURITY CONSULTANTS, INC. (PSC)
	Procedural Disclosures 


Welcome to PSC 

Thank you for choosing Personnel Security Consultants, Inc. (PSC) for your background employment screening and adjudication needs.  Our mission has always been to protect our communities by offering services that assist our clients to do just that.  Our obligations to our Clients are to ensure we:  
· Comply with all applicable state and federal laws in the preparation and transmission of Consumer Reports and/or Investigative Consumer Reports, including the Fair Credit Reporting Act (FCRA) and Drivers Privacy Protection Act (DPPA).
· For clients receiving Consumer Reports, Investigative Consumer Reports, and/or employment verification information, must be provided the following disclosures:
□ ____ Qualified Subscriber Terms and Conditions

□ ____ A summary of Your Rights Under the Fair Credit Reporting Act

□ ____ Vermont Fair Credit Reporting Contract Certification 

□ ____ Notice to Users of Consumer Reports:  Obligations of Users Under the FCRA
□ ____ Remedying the Effects of identity Theft

· Train all authorized client employees to ensure compliance with our mutual agreements and applicable laws, including FCRA.

· Follow reasonable quality control procedures to assure accuracy of information contained in a Consumer Reports and/or Investigative Consumer Reports. PSC is not responsible for court house or original record holder errors or the final identity of the individual, consumer or candidate.
· Re-Investigate at no cost any disputed report when either the USER or the individual, consumer or candidate makes a request in accordance with applicable law. PSC shall respond in writing on a timely basis.

· Maintain consumer report information and transaction details in accordance with the FCRA. Upon written request by an individual, consumer or candidate, PSC will provide information contained in the Consumer Reports and/or Investigative Consumer Reports.

· Maintain the confidentiality of its data acquisition and verification methodology. Each request for information through the PSC system will identify the user or administrator employee requesting the information.
· PSC will use its best efforts to fulfill its obligations under this agreement. 

Noteworthy Features of 1st Defense 
We have paid special attention to the needs of our clients and have designed our system to be a tool to help our clients meet their background screening goals by being easy to use and informative.  Our 1st Defense Team is experienced and knowledgeable and provides full consultations, on-going training, and technical support.  Our 1st Defense application includes simple command features; a questions & answers feature; a court and legal term definitions reference page; on-line authorization forms; sample adverse action/due process letters; and automatic email notifications when reports are complete.  

Noteworthy Features of MySelfScreen 
Have a volunteer program, housing program, or a pool of prospective employment candidates to select from? With MySelfScreen, you can have your volunteers, potential residents, or prospective employees run their own backgrounds and submit the results to you.   It benefits the volunteer or prospective applicant or tenant by allowing them to see their background investigation reports so they can review and validate the information prior releasing the information to an employer or agency.   It benefits the employer or agencies because it saves, time, money and the effort of validating information found in background investigation reports.    
Client Security Obligations 
We view our contractual relationship as a partnership.  As PSC has outlined our obligations to our client and client users of the 1st Defense Background Screening service, all client USERS are advised of the following:
· USER agrees to maintain the confidentiality and integrity of any information, account numbers and passwords received from or through PSC. 
· USER agrees that misrepresentation, improper use or unauthorized access to PSC-provided information may subject USER to criminal and civil liability under the FCRA and other applicable federal and state laws. Additionally, USER will comply with the computer system and security requirements set forth below. PSC is not responsible for any misappropriated personal identifying information. 

· USER will protect against unauthorized access and improper use of Consumer Reports and/or Investigative Consumer Reports and all consumer credit information received through the 1st Defense Background Screening service. PSC retains the right to monitor and audit the use of PSC services and such audits may include examination of systems security and associated administrative practices.

· Account numbers will be protected and provided to personnel on a need to know basis. 
· Authorized employees will be trained to ensure compliance with our mutual agreements and applicable laws, including FCRA.

· Authorized employees will sign a compliance statement agreeing not to disclose user ID/log-on and passwords and only use Consumer Reports and/or Investigative Consumer Reports, credit reports, and other data in the performance of their official duties.

· Hard copies (printed copies) of PSC investigatory data shall be securely stored and protected against unauthorized disclosure and destroyed in a secure manner to make it inaccessible, unreadable, and/or unrecoverable.
· PSC is to be notified immediately (within 24 hours) of any suspected or actual compromise of PSC information systems, or any suspected or actual unauthorized disclosure of PSC-provided data. Additionally, PSC is to be notified in writing of any intended change of the administrator, user.

User Obligations 
All User’s being provided Consumer Reports and/or Investigative Consumer Reports and/or accessing the 1st Defense Background Screening service must comply with FCRA and any other applicable laws in connection with the procurement and use of Consumer Reports and/or Investigative Consumer Reports, including and without limitation as follows:

· Comply with any applicable tribal, state or local laws in connection with the procurement and use of Consumer Reports and/or Investigative Consumer Reports that are applicable. 

· Base hiring/promotion decisions and actions on USER’s internal policies and procedures.

· Use the Consumer Reports and/or Investigative Consumer Reports only for permissible purposes as defined by the FCRA.

· Provide the individual, consumer or candidate with a clearly written document that expresses disclosure of personal data in the form of a consumer report is being obtained.

· Verify the identity of the individual, consumer or candidate. PSC is not responsible for court house or original record holder errors or the final identity of the individual, consumer or candidate.
· Obtain signed authorization from the individual, consumer or candidate to procure such information.

· Provide all FCRA-required disclosures to the individual, consumer or candidate as follows:

□ ____  Notice to users of Consumer Reports and Obligations of Users under the FCRA

□ ____ A summary of Your Rights Under the Fair Credit Reporting Act

□ ____ Remedying the Effects of identity Theft

· Compliance with USER limitations, monitoring and auditing by PSC
User Obligations for Appointed Administrators 
The ADMINISTRATOR is the representative authorized to act on behalf of the client and designated to coordinate with PSC. An alternate ADMINISTRATOR may be identified for back-up and support purposes. The ADMINISTRATOR’s obligations are as follow:

· Requesting and coordinating PSC systems access and ensuring client USERS are client employees authorized to use PSC services.
· Ensuring proper privileges and permissions are provided to client USER(s).

· Obtaining and maintaining User ID/log-on and passwords on behalf of the client.
· Assigning and overseeing client USER(s).
· Disabling User ID(s) or immediately notifying PSC (within 24 hours) if User IDs/password become compromised or if client USER(s) is terminated or separated from employment or no longer requires access.

· Ensuring client USER(s) are aware of their responsibilities to protect consumer information by:
· Ensuring client USER(s) do not to leave their workstations unattended when accessing PSC 1st Defense Background Screening services; 

· Providing client specific training;  

· Coordinating appropriate training for client USER(s) on the requirements for accessing Consumer Reports and/or Investigative Consumer Reports.

· Limiting dissemination of individual/consumer information to only those with legitimate need, permissible purpose, and authorized by the individual/consumer.

· Retaining consumer data in a confidential manner and protecting the privacy of Consumer Reports and/or Investigative Consumer Reports. 

Compliance Monitoring and Auditing
In the ordinary course of business, PSC will, from time to time but no more than annually randomly audit, through a variety of means, the use of information obtained by USER’S from PSC’s 1st Defense On-line Background Screening service.  PSC will conduct the compliance monitoring and auditing in order to fulfill PSC’s compliance obligations under the FCRA.  USER agrees to provide to PSC such access or documentation as PSC deems necessary to perform such audits in order to verify the legitimacy of a request for non-public information.  PSC shall protect the confidentiality of all information obtained through such audits.  USER acknowledges that failure to provide such access or documentation may result in immediate restriction of access or other remedies.  Access and documentation is limited to copies of policies, procedures, and/or authorizations for release.
User Training 
Client training and understanding is vitally important to PSC.  All clients are provided with initial orientation training for the client ADMINISTRATOR as well as each client USER.  Training includes:

Ensuring client USER(s) are aware of their responsibilities to protect consumer information by informing clients of the obligations under the FCRA; the protection of Consumer Reports and/or Investigative Consumer Reports, and good business practices for managing information obtained from Consumer Reports and/or Investigative Consumer Reports.  PSC also offers on-going training as needed by the client and annually for existing clients.  
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