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Personnel Security Consultants, Incorporate

“Our Communities, Our Responsibility”
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PERSONNEL SECURITY CONSULTANTS, INC. (PSC)
	Let’s Get Started


PSC must authenticate all clients and users of the 1st Defense Background Screening service prior to providing the client any Consumer Reports and/or Investigative Consumer Reports.   Authentication is a two part process.  The first part is authentication of the client and the second part is authentication of the user.   
Client Authentication Requirements
	Name of Client/ Potential Client:
	

	Main Address: 


	

	Telephone Number:
	
	Fax Number:
	

	Website:
	

	Main Point of Contact:
	
	Title:
	

	Direct Number:
	
	E-mail:
	

	Type of Entity:   
	□ Tribal Government        □ Tribal School

□ Tribal Organization:  _____________________________________



	
	□ Corporation        □ Partnership          □ LLC     □ Sole Proprietorship

□ Other:  ________________________________________________

State where organization papers filed:  _________________________

How long in business?  ______________________________________

Must provide copy of business license, Certification of Good Standing, organization papers, or certificate of insurance.

	Nature of Business:
	

	
	Are you licensed to do business?
	□ Yes

□ No

	
	If yes, type of license and where?  
	

	Purpose(s) for which reports will be requested:


	□ In accordance with the written instructions of the consumer to whom it relates.

□ To a person which it has reason to believe— 

□  intends to use the information in connection with a credit transaction involving the consumer on whom the information is to be furnished and involving the extension of credit to, or review or collection of an account of the consumer; or

□ intends to use the information for employment purposes; or

□ intends to use the information in connection with the underwriting of insurance involving the consumer; or

□ intends to use the information in connection with a determination of the consumer’s eligibility for a license or other benefit granted by a governmental instrumentality required by law to consider an applicant’s financial responsibility or status; or

□ intends to use the information, as a potential investor or servicer, or current insurer, in connection with a valuation of, or an assessment of the credit or prepayment risks associated with, an existing credit obligation; or

□ otherwise has a legitimate business need for the information— 

□ in connection with a business transaction that is initiated by the consumer; or

□ to review an account to determine whether the consumer continues to meet the terms of the account.

	Points of Contact for Reference:

	
	Financial:
	
	Telephone Number:

	
	Attorney:
	
	Telephone Number:


User Authentication Requirements
	Authorized Administrator/Main Point of Contact 
(Must be Completed)

	Name (Please Print):
Must provide copy of driver’s license or government issued identification.

	Email Address: 

	Phone Number: 
	Alternate Phone Number:


	Authorized Administrator/Alternate Point of Contact 

(Must be Completed)

	Name (Please Print):
Must provide copy of driver’s license or government issued identification.

	Email Address: 

	Phone Number: 
	Alternate Phone Number:


Complete for each individual user you would like to authorize to utilize the 1st Defense Background Screening System.

	Authorized User

	Name (Please Print):

Must provide copy of driver’s license or government issued identification.

	Email Address:



	Phone Number: 
	Alternate Phone Number:


	Authorized User

	Name (Please Print):

Must provide copy of driver’s license or government issued identification.

	Email Address:

	Phone Number: 
	Alternate Phone Number:


	Authorized User

	Name (Please Print):

Must provide copy of driver’s license or government issued identification.

	Email Address:

	Phone Number: 
	Alternate Phone Number:


	Authorized User

	Name (Please Print):

Must provide copy of driver’s license or government issued identification.

	Email Address:

	Phone Number: 
	Alternate Phone Number:


	Internal Coordination

	 Initial Receipt:
	Revised:
	Revised:
	Revised:
	Revised:

	□Admin Review
	□Compliance Ofcr Review 
	□Acctg Review 
	□Webmaster Review


User Obligations 
All User’s being provided Consumer Reports and/or Investigative Consumer Reports and/or accessing the 1st Defense Background Screening service must comply with FCRA and any other applicable laws in connection with the procurement and use of Consumer Reports and/or Investigative Consumer Reports, including and without limitation as follows:

· Comply with any applicable tribal, state or local laws in connection with the procurement and use of Consumer Reports and/or Investigative Consumer Reports that are applicable. 

· Base hiring/promotion decisions and actions on USER’s internal policies and procedures.

· Use the Consumer Reports and/or Investigative Consumer Reports only for permissible purposes as defined by the FCRA.

· Provide the individual, consumer or candidate with a clearly written document that expresses disclosure of personal data in the form of a consumer report is being obtained.

· Verify the identity of the individual, consumer or candidate. PSC is not responsible for court house or original record holder errors or the final identity of the individual, consumer or candidate.
· Obtain signed authorization from the individual, consumer or candidate to procure such information.

· Provide all FCRA-required disclosures to the individual, consumer or candidate as follows:

□ ____  Notice to users of Consumer Reports and Obligations of Users under the FCRA

□ ____ A summary of Your Rights Under the Fair Credit Reporting Act

□ ____ Remedying the Effects of identity Theft

· Compliance with USER limitations, monitoring and auditing by PSC
User Obligations for Appointed Administrators 
The ADMINISTRATOR is the representative authorized to act on behalf of the client and designated to coordinate with PSC. An alternate ADMINISTRATOR may be identified for back-up and support purposes. The ADMINISTRATOR’s obligations are as follow:

· Requesting and coordinating PSC systems access and ensuring client USERS are client employees authorized to use PSC services.
· Ensuring proper privileges and permissions are provided to client USER(s).

· Obtaining and maintaining User ID/log-on and passwords on behalf of the client.
· Assigning and overseeing client USER(s).
· Disabling User ID(s) or immediately notifying PSC (within 24 hours) if User IDs/password become compromised or if client USER(s) is terminated or separated from employment or no longer requires access.

· Ensuring client USER(s) are aware of their responsibilities to protect consumer information by:
· Ensuring client USER(s) do not to leave their workstations unattended when accessing PSC 1st Defense Background Screening services; 

· Providing client specific training;  

· Coordinating appropriate training for client USER(s) on the requirements for accessing Consumer Reports and/or Investigative Consumer Reports.

· Limiting dissemination of individual/consumer information to only those with legitimate need, permissible purpose, and authorized by the individual/consumer.

· Retaining consumer data in a confidential manner and protecting the privacy of Consumer Reports and/or Investigative Consumer Reports. 

Compliance Monitoring and Auditing
In the ordinary course of business, PSC will, from time to time but no more than annually randomly audit, through a variety of means, the use of information obtained by USER’S from PSC’s 1st Defense On-line Background Screening service.  PSC will conduct the compliance monitoring and auditing in order to fulfill PSC’s compliance obligations under the FCRA.  USER agrees to provide to PSC such access or documentation as PSC deems necessary to perform such audits in order to verify the legitimacy of a request for non-public information.  PSC shall protect the confidentiality of all information obtained through such audits.  USER acknowledges that failure to provide such access or documentation may result in immediate restriction of access or other remedies.  Access and documentation is limited to copies of policies, procedures, and/or authorizations for release.
User Training 
Client training and understanding is vitally important to PSC.  All clients are provided with initial orientation training for the client ADMINISTRATOR as well as each client USER.  Training includes:

Ensuring client USER(s) are aware of their responsibilities to protect consumer information by informing clients of the obligations under the FCRA; the protection of Consumer Reports and/or Investigative Consumer Reports, and good business practices for managing information obtained from Consumer Reports and/or Investigative Consumer Reports.  PSC also offers on-going training as needed by the client and annually for existing clients.  
	I certify that I have the read the Procedural Disclosures outlined above.  I will comply with the stated obligations related to Consumer Reports and/or Investigative Consumer Reports.   I further certify that the User Information provided by me is true and correct.   I acknowledge that failure to comply with the stated obligations may result in immediate restriction of access or other remedies.  


	Administrator  Signature (Please sign above)


	Date

	Printed Name (Please print above)
	Title


5

